ASAP Technical Support Note

brotsn4016_ WindowsXPsp2_for_ ASAPremote (October 7, 2010)

Configuration of Windows XP with SP2 for ASAP Remote

The steps in this document provide a minimal configuration of Microsoft® Windows® XP operating system
with Service Pack 2 (SP2) for use with ASAP® Remote from Breault Research Organization, Inc.

REQUIREMENTS:
e A familiarity with the Windows firewall and DCOM settings is required.
e The steps must be completed on both the local and remote computer.
¢ You must have Administrator permissions on both machines.
¢ ASAP must be closed.

WARNING: Breault Research Organization, Inc. does not assume risk or damages that may occur by
anyone using this procedure to alter the default access configurations of their machine(s) for component or
Windows firewall settings. Consult your IT policies before implementing these settings.

A. Component Services: COM Security

1. From the Start menu, select Settings> Control Panel> Administrative Tools> Component
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If the Windows Security Alert dialog box is displayed, select Unblock to proceed.

The Component Services dialog is displayed next:
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2. Under Console Root in the left panel, but do not open, select Component Services.

3.

Component Services
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In the right panel, double-click the Computers folder to open it.
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4. Right-click My Computer.
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5. Select Properties from the pop-up menu.

i+ Component Services - O] x|
@ File  Action View ‘Window Help =] =]
&= amE <N 2 0

(7] Conzole Root CompLiters

EI@ Component Services
. #-3 Computers

% Ewvent Wiewer [Local]

- Services [Local] Stop MS DTC

Refrezh all components

e 3

6. Inthe My Computer Properties dialog box, select COM Security.
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7. Inthe Access Permissions area of the COM Security window, click Edit Limits.

Arccess Pemizzions

ou may edit who iz allowed default access to applications. Tou may
alzo et limitz on applications that determine their own permizsions.

Edit Limits... El | EditDefaut.. |

The Access Permissions dialog box is displayed.

NOTE: Under Group or user names, the names ANONYMOUS LOGON and Everyone must be present
in this dialog to continue. If they are not present, click Add to add them.

Security Limnitz |

ETDLIFI Or LIZEr name::

ﬁ.ﬁ.NDNYMDUS LOGOM

ﬁ Everyone

Add... | Rermove |

Pemizsions for ANOMNYRMOUS

LOGOM Dermy
Local Access O
Remaote Access O

] I Cancel |

Under Group or user names, select ANONYMOUS LOGON.

9. Under Permissions for ANONYMOUS LOGON, select (check) Allow for both Local Access and
Remote Access.

10. Repeat these steps for Everyone: Under Group or user names, select Everyone.

11. Under Permissions for Everyone, select (check) Allow for both Local Access and Remote Access.

12. Click ﬁ on the Access Permissions dialog box.
13. Select the COM Security tab on the My Computer Properties dialog box.
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14. In the Launch and Activation Permissions area, click Edit Limits.

— Launch and Activation Permizzions

r'ou may edit who iz allowed by default to launch applications or
achivate objects. Y'ou mav alzo zet limits on applications that
determing their own permizsians.

Edit Limitz... Edit Default...

The Launch Permissions dialog box is displayed.
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EEEE
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Remate Activatian

k. Cancel

NOTE: Under Group or user names, the names ANONYMOUS LOGON and Everyone must be
present.

15. Under Group and user names, select ANONYMOUS LOGON.

16. Under Permissions for ANONYMOUS LOGON, select (check) Allow for Local Launch,
Remote Launch, Local Activation and Remote Activation.

17. Repeat these steps for Everyone: Under Group or user names, select Everyone.

18. Under Permissions for Everyone, select (check) Allow for Local Launch, Remote Launch,
Local Activation and Remote Activation.
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19. Click ﬁ to return to the COM Security window.

20. Click $ again in the My Computer Properties dialog to apply the settings.
21. Close the Component Services dialog box by clicking x|

22. Proceed to section B, Windows Firewall Settings — General.
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B. Windows Firewall Settings—General

—

From the Start menu, select Settings> Control Panel> Windows Firewall. This opens the
Windows Firewall dialog box. Adjust the settings, if necessary, to allow exceptions for ASAP
REMOTE.

2. On the General tab of Windows Firewall dialog box, select On (recommended) to enable ASAP
Remote.

3. Confirm that Don’t allow exceptions is NOT checked.

For pour security, some settings are contralled by Group Palicy

YWindaws Firewall helps pratect wour computer by preventing unauthorized users
from gaining access o pour computer through the [nternet or a netwark.

@ & On [recommended]

Thiz zetting blocksz all outzide zources from connecting ta this
computer, with the exception of those selected on the Exceptions tab.

[T Don't allow exceptions

Select thiz when you connect to public netwarks in lezs secure
lozations, such az airportz. 'ou will not be natified when Windows
Firewsall blocks programs. Selections on the Exceptions tab will be
ignoned.

@ " Off [not recommended]

Avwoid wzing thiz zetting. Turning offWindows Firewall may make this
computer more vulherable to viruses and intruders.

Wwindows Firewall iz uzing your domain zettings.

What elze should | know abouk Windows Firewall ?

k. I Cancel

Proceed to section C, Windows Firewall Settings — Add Exceptions for ASAP.exe.
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C. Windows Firewall Settings— Add Exceptions for ASAP.exe
Now we need to add an exception for ASAP.

1. Ifyou are not already in the Windows Firewall dialog box, from the Start menu, select Settings>
Control Panel> Windows Firewall.

2. Select the Exceptions tab. The names of programs and services may differ from those listed in
the figure below.

3. Click M on the Exceptions page.

"= Windows Firewall x|

General Exceptions I Advanced

YWindows Firewall iz blocking incoming network. connections, except for the
programs and services zelected below, Adding exceptionz allows some programs
to wiark better but might increase your security rizk.

Programs and Services:

i ame Group Palicy |
File and Frinter Sharing Yes

icrozoft b anagement Conzole Mo

Dutoak, ez

Remate Azsistance Ma

Remate Dezklop ez

PR ez

[ PP Framessark, ez

Add F'r-:ugre:\m... | Add Paort.... Edi... [elete

W

¥ Dizplay a notifization when tindows Firewall blocks & program

"What are the rizks of allowing exceptiong?

| 2k I Cancel
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4. Click m and locate the ASAP.exe file residing on your machine. It resides in the
ASAP 20XX VXRX\bin folder.
5. Inthe Programs list box, select ASAP 20XX VXRX, and click M.

NOTE: The programs on the Programs list box on your machine will differ from those shown below,
except the ASAP program.

Add a Program x|

To allow communications with & program by adding it to the Excephions list,
zelect the program, ar click Browse to search for one that is not listed.

Programs:

E.ﬂ.dnbe Download M anager j

i .cdobe Framet aker B.0
ﬂ' Adobe Frametaker 7.1
W fdobe lllustrator C5

a Adobe Type Manager 4.1
t;] Applulabel "Wizard

W ASAP 2005

(AN N,

Authorl T

m.ﬁ.uthurlT Adrniristrator
ﬁ.ﬂ.uthurlT Localization Manager
@.ﬂ.uthurlT Project kanager =]

Path: IE:"\F'ru:ugram Filez\45APZ005binASAR exe Browze. . |

Change scope... k. I Cancel |

j
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6. In the Change Scope dialog box, select the desired scope for remote machines that are used with
ASAP Remote. Typically, the selection is My Network (subnet only).

NOTE: If you prefer, you can limit the scope to machine IP by selecting Custom list and
entering the IP address.

xq

T o zpecify the zet of computers for which thiz port or program iz unblocked, click an
ophion below.

To zpecity a cuztom list, type a list of IP addreszes, subnetz, or both, zeparated by
COMMas.

Ay computer [including those on the |nkemet)
& My network [zubnet] only

™ Custom list;

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

(] I Cancel |

8. Click $ in the Change Scope dialog box, and then click w again in the Add
a Program dialog to apply changes.

9. Proceed to section D. Windows Firewall Settings — Add Exceptions for KernelServ.exe.

10 Configuration of Windows XP with SP2 for ASAP Remote




D. Windows Firewall Settings—Add Exceptions for KernelServ.exe

This section uses the same steps as in Section B, except we are now adding KernelServ. If you
are currently at the Exceptions tab, go to step 3.

1. From the Start menu, select Settings> Control Panel> Windows Firewall.

2. Select the Exceptions tab.

3. Click _AddFregam.. | ) e Exceptions page.

4. Click m and locate the Kernel.exe file. It resides on your machine in the ASAP 20XX
VXRX\bin folder.

5. Inthe Programs list box, select KernelServ, and click M.

In the Change Scope dialog box, select the desired scope for remote machines that are used with
ASAP Remote. Typically, the selection is My Network (subnet only).

NOTE: If you prefer, you can limit the scope to machine IP by selecting Custom list and entering the
IP address.

7. Click w in the Change Scope dialog box, and then click L again in the Add

a Program dialog to apply changes.
8. Proceed to section E, Windows Firewall Settings — Add Exceptions for RPC Port 135.
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E. Windows Firewall Settings—Add Exceptions for RPC Port 135

In this section, you will set a firewall exception for the port protocol named RPC. If you are in
the Windows Firewall dialog at the Exceptions page, proceed to set 3.

1. From the Start menu, select Settings> Control Panel> Windows Firewall.

2. Select the Exceptions tab.
== Windows Firewall |

General Exceptions I Advanced I

YWindows Firewall iz blocking incoming network, connechions, except for the
programs and zervices selected below. Adding exceptions allows some programs
to wiark, better but might increase your securiby rizk.

Programs and Services:

M arme Group Palicy ||
ASAP 2005

File and Frinter Sharing Ves

KemelSers. exe Mo

icrozoft Management Conzole Mo

Dutoak, ez

Remate Assistance Mo

Femote Deskiop es

SAN Yes

[ UPhP Frameswark, ez

Add Program... I Add Paort... Cg Edi... Delete

¥ Display a notifization when sindows Firewall blocks & program

"What are the nskz of allowing excephions?

k. Cancel

3. Click % to open the Add a Port dialog box.
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Add a Port X|

Ilze theze settings to open a port through *indows Firewall. To find the port
nurmber and protocal, conzult the docurnentation far the pragram or service you
want to use.

M arme: I

Part nurmber; I

= TCP ¢ UDF

What are the rizkz of opening a port?

Change scope... | [ Cancel

4. In the Name field, enter RPC.
5. In the Port number field, enter 135.
6. Select TCP if it is not already selected.

Add a Port x|

|lz& these sethings to open a port through *Windows Firewall. To find the part
number and protocol, consulk the documentation for the program or service you
want ko use.

M ame: IHPE

Fart number; I1 35

& TCF ¢ UDP

What are the rizkz of opening a port?

Change scnpe..t! | )4 I Cancel

7. Click M to open the Change Scope dialog box.
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8. In the Change Scope dialog box, select My network (subnet) only.

NOTE: If you prefer, you can limit the scope to machine IP by selecting Custom list and entering the
IP address.

xq

T o zpecify the zet of computers for which thiz port or program iz unblocked, click an
ophion below.

To zpecity a cuztom list, type a list of IP addreszes, subnetz, or both, zeparated by
COMMas.

Ay computer [including those on the |nkemet)
& My network [zubnet] only

™ Custom list;

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

(] I Cancel |

9. Click $ on the Change Scope dialog box, and then click $ again in the Add
a Port dialog box to apply changes.

10. Click & on the Exceptions dialog box to complete the changes.

1'1. Proceed to section F, Local Security Settings — Network Access: Sharing and security for local
accounts.
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F. Services—Remote Procedure Call (RPC) and Remote Procedure Call (RPC) Locator

In this section, you will confirm that local services, Remote Procedure Call (RPC) and Remote
Procedure Call (RPC Locator), are set properly for network access.

1. From the Start menu, select Settings> Control Panel> Administrative Tools> Services to open
the Services dialog box.

2. Inthe Services dialog box, verify that Remote Procedure Call (RPC) shows Started in the
Status column, as shown in the first figure.

a) If the Status column entry is blank, right-click the service in the Name column and select
Start from the pop-up menu.

3. Verify that Remote Procedure Call (RPC) Locator shows Started in the Status column.

a) If the Status column entry is blank, as shown below, right-click the service in the Name
column and select Start from the pop-up menu, as shown in the second figure.

iy Services -0l x|

File  Action  ‘Wiew Help
= "lll@| > > E I B
@ Services (Locall

Services [Local]

| Startup =
b ariaal

Select an item o view its descrption. Mame ~ J_ Description__| Status

EF TRIop Help Session Manager tanages a..
3 Femote Procedure Call [RPC) Frovides th...  Started
Sl emote Procedure Call [RPC) Locator tanages th. .
% Remaote Reqistny EFanes re..  Started Autarnat
: | of

Btornat
td anual

\ Extended & Standard /

“ Services -10O] x|

File Acton ‘“iew Help

o mEDB 2> ==
% Services [Local) Services [Local]

Remote Procedure Call [(RPC) Mame I Description I Statuz I Star=

Locator % Remate Access Auto Connection Ma...  Creates a connection to a remate network, .. tan

Stat the service % Remote Access Connection. Manager  Creates a network connection, . tan

- % Remote Desktop Help Seszion Mana...  Manages and controls Remote Assistance. .. tan
% Remote Procedure Call [RPC) Provides the endpoint mapper and other mi...  Started Ao

Description: ) g niobe Procedurs Call [RPC] Locat I ana he RPC na

gdaizzgzz.lhe BREnamEL=viEs % Remate Registy Enables remote users Sion Started Ao
% Removable Storage Pase tan
% Routing and Remote Access Offers routing services Resume . Diza
% Secondary Logon Enables starting proce Festart .. Started .-’-\utzJ
% Security Accounts Manager Stores security informe ——————— | Started At
% Security Center Monitars systern secur Al Tasks r Auto
% Server . Supparts file, print, an m .. Started Auta
% Shell Hardware Detection [ Started Auto
% Srnart Card Manages accesstos Properties . tdan
% S50P Dizcovery Service Enables discaovery of | T ... Started b an_x
4 r

Extended A Standard /

Start zervice Hemote Procedure Call [RPC) Locator on Local Computer |
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G. Local Security Settings—Network Access: Sharing and security model for local accounts:

On the Local Security Setting page, confirm that Network Access: Sharing and security model for
local accounts is set to Classic — local users authenticate as themselves.

Note: Please consult your network administrator before making a change to your system.

1. From the Start menu, select Settings> Control Panel> Administrative Tools> Local Security
Policy to open the Explorer window for Local Security Settings.

2. Under Security Settings> Local Policies> Security Options, scroll on the right panel to Network
Access: Sharing and security model for local accounts. Verify in the Security Setting column that
the it shows Classic — local users authenticate as themselves.

File  &ction  “iew Help

- B XEFE| 2

@ Security Settingz Policy  # | Security Setting =l
@ Account F?"C'BS Metwork, access: Femately acceszible registry paths SysterniCumentComtrald et\ContralProductO ptions Syste...
E@ Local Policies Metwork access: Shares that can be acceszsed anonpmously COMCFG,OFSE

B8 Audit Policy
(08 User Rights &ssignment
L8 Security Options

ning and security model for loca 3 ocal u

Metwark, zecurity: Do not stare LAMN Mlahager hash value onnest p..  Dizabled

[:I Public Keu Policies Metwark security: Farce logaff when logon hours expire Dizabled

-0 Softwars }Fllestric:tion Palicies Metwork secunty: LAM Manager authentication level Send LM & NTLM rezponses _
== P ity Palici Local Metwork security: LDAP client signing requirements Megotiate signing

& 'g B e O o Ml chascel e it hdiires 1 5o e i e KT | hd GGE bimc (i bl s e hd
il | 2 AT | »

| | I
3. Ifthis is not the setting, double-click this Network access policy to open the dialog, Network
Access: Sharing and security model for local accounts. Select Classic — local users authenticate
as themselves from the drop-down menu. Click OK.

Metwork access: Shanng and security model for local accuun._.ﬂﬂ

Local Securty Setting I

.4 Metwork acceszs: Sharing and security model for local accounts

IEIassic - local uzers authenticate az themselves j

: authenticate as K
Guest only - local users authenticate as Guest

k. I Cancel Spply

This completes the configuration for Windows XP with SP2 for ASAP Remote.
Reference: Technical Publication bro4315, ASAP REMOTE.
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